IMAGE PROCESSING-STEGANOGRAPHY
                                                                                       The art of secret messages
[image: image10.jpg]



Presented by,

Praneeth kumar ch.s.p.                                  Ravindra.k

06771A0482,                                                    06771A0489,

2/4, ECE,                                                          2/4, ECE,

RAO&NAIDU ENGINEERING COLLEGE
ONGOLE: 523001

ABSTRACT:


In the present world Computer Graphics plays an important role. The areas here we are using computer graphics are Entertainment, Presentations, Education and training, Visualization, Design, Image Processing and Graphical User Interface. In all these Image Processing has its own importance.



Image Processing deals with how we can improve the clarity of image and to manipulate the image which is a very important application of computer graphics. In Image processing we are doing some operation on image. This paper mainly concentrates on what is an image and how processing takes place, digital image. 

INTRODUCTION:

Modern digital technology has made it possible to manipulate multi-dimensional Signals with systems that range from simple digital circuits to advanced parallel computers. The goal of this manipulation can be divided into three categories:

                                • Image Processing image in ->image out

                                • Image Analysis image in ->measurements out

                                • Image Understanding image in ->high-level description out

                Here in this paper we deal with the secret transformation of information                              through images.
What is meant by steganography?

              If you have some secret data, you should encrypt it to make it unreadable for the third party.

              Data encryption is a solution to keep secret information very safe. It is based on data scrambling  by using some type of secret key.however data encrypting will much more attention of the people than not encrypting it. So the owner of the encrypted data will be easily known that he\she is hiding something. Therefore encrypting is enough.
              There is another solution which is called steganography.

In steganography you will two types of data.

 1. One is the secret data itself that is very valuable to you.
 2. the other one is a type of media data called “vessel”,”carrier”,or”dummy” data. 

               Such vessel data is essential but not so valuable. It is the data in which the valuable data is “embedded”. An “already embedded” vessel data is called “stego data”. When you want to recover the valuable (or secret) data, you can extract it from the stego data. For both embedding and extracting you need a special program and key. Here a losses data hiding method using IWT and BPCS, in which image data are decomposed by IWT and each bit plane of the sub-bands segmented in 8x8 blocks. All blocks are analyzed by complexity measures to determine which blocks are analyzed by complexity measurement used in the proposed system is same one in the BPCS method.
                Internet communication has become an integral part of the infrastructure of today’s world. The information communicated comes in numerous forms and is used in many applications. In a large number of these applications, it is desired that the communication be done in secrete. Such secret communication ranges from the obvious cases of bank transfers, corporate communications, and credit card purchases, on down to a large percentage of everyday email. With email, many people wrongly assume that their communication is safe because it is just a small piece of an enormous amount of data being sent worldwide. After all, who is going to see it? But in reality, the Internet is not a secure medium, and there are programs “out there” which just sit and watch messages go by for interesting information.

                Encryption provides an obvious approach to information security, and encryption programs are readily available. However, encryption clearly marks a message as containing “interesting” information, and the encrypted message becomes subject to attack. Furthermore, in many cases it is desirable to send information without anyone even noticing that information has been sent.

               Steganography presents another approach to information security. In steganography, data is hidden inside a vessel or container that looks like it contains only something else. A variety of vessels are possible, such as digital images, sound clips, and even executable files. In recent years, several steganographic programs have been posted on Internet home pages. Most of them use image data for the container of the secret information. Some of them use the least significant bits of the image data to hide the data. Other programs embed the secret information in a specific band of the spatial frequency component of the carrier. Some other programs make use of the sampling error in image digitization. However, all those steganographic techniques are limited in terms of information hiding capacity. They can embed only 5-15 % of the vessel image at the best. Therefore, current steganography is more oriented to water marking of computer data than to secret person-person communication applications. We have invented a new technique to hide secret information in a color image. This is not based on a programming technique, but is based on the property of human vision system. Its information hiding capacity can be as large as 50% of the original image data. This could open new applications for steganography leading to a more secure Internet communication age.
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If you have some secret data, you should encrypt it to make it unreadable for the third party. Data encryption is a solution to keep secret information very safe. It is based on data scrambling by using some type of secret key.

However, data encrypting will draw much more attention of the near-by people than not encrypting it. So, the owner of the encrypted data will be easily known that he/she is hiding something. Therefore, encrypting is not enough.

There is another solution which is called steganography. Steganography today is like the following.

           In steganography you will have two types of data. One is the secret data itself that is very valuable to you. The other one is a type of media data called "vessel", "carrier", or "dummy" data. Such vessel data is essential, but is not so valuable. It is the data in which the valuable data is "embedded." An "already embedded" vessel data is called "stego data." When you want to recover the valuable (or secret) data, you can "extract" it from the stego data. For both embedding and extracting you need a special program and a key.

A typical vessel is an image data with Red, Green, and Blue color components in a 24 bits pixel structure. The illustration below shows a general scheme of steganography.
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Steganography is a technique to hide secret data by embedding it in some innocent looking media data like Mona Lisa here. The embedded data is very safe because steganography hide both the content and the location of the secret information. There are many different methods to embed data in the media data. It is impossible to detect which method is used for embedding. Steganography can co-operate with cryptography in the sense that it can embed the encrypted secret data to make it much safer.

The most important point in steganography is that the stego data does not have any evidence that some extra data is embedded there. In other words, the vessel data and the stego data must be very similar. A user of steganography should discard the original vessel data after embedding in order not to allow anyone to compare the stego and the original data.

          It is also important that the embedding capacity is large. The larger the better. For image steganography we are confident that BPCS method is the best of all currently available steganographic methods. 

BPCS STEGANOGRAPHY:
HISTORY OF STEGANOGRAPHY:
Some examples of use of steganography in past times are:
1. During World War 2 invisible ink was used to write information on pieces of paper so that the paper appeared to the average person as just being blank pieces of paper. Liquid such as urine, milk, vinegar and fruit juices were used, because when each one of these substances is heated they darken and become visible to the human eye.
 2. In ancient, Greece people used to select messengers and shave their head,   and write a message on their head. Once the message had been written the hair was allowed to grow back. After the hair grew back the messenger was sent to deliver the message, the recipient would shave off the messengers hair to see the secret message.

 3. Another method used in Greece was where someone would peel wax off a tablet that was covered in wax, write a message underneath the wax then re-apply the wax. The recipient of the message would simply remove the wax from the tablet to view the message.

WHY THE STEGANOGRAPHY IS INTRODUCED:

· Steganography is often confused with cryptology because the two are similar in the way that they both are used to protect important information.
· Crypto can hide the content of the message, but it can’t hide its presence, i.e., the location of the secret message is obvious.

· Now steganography has been introduced which hides the presence of information. So it appears that no information is hidden at all.
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                The information communicated comes in numerous forms and is used in many applications. In a large number of these applications, it is desired that the communication to be done in secrete. Such secrete communication ranges from the obvious cases of bank transfers, corporate communications, and credit card purchases, on down to a large percentage of everyday email. 

                Steganography is the ancient art of embedding a secret message into a seemingly harmless message. Most of the newer applications use steganography like a watermark, to protect a copy right on information. The forms of steganography vary, but unsurprisingly, innocuous spam messages are 0turning up more often containing embedded text.

               A new transform domain technique for 0embedding the secrete information in the integer wavelet transformed cover image is proposed here.

A wavelet transform that maps integers to integers is the s- transform. In this large amounts of data can be compressed as smaller one by using IWT method, without data loss. This system is used to produce same amount of quality of image while compressing and embedding the image, there will be no change in the quality of image and can be retain the same as the first. By using BPCS (Bit Plane Complexity Segmentation) the embedding process has been done here, so the security is very high. 

BPCS:

               All of the traditional steganographic techniques have limited information-hiding capacity. They can hide only 10% (or less) of the data amounts of the vessel. This is because the principle of those techniques was either to replace a special part of the frequency components of the vessel image, or to replace all the least significant bits of a multivalued image with the secret information. Our new steganography uses an image as the vessel data, and we embed secret information in the bit-planes of the vessel [1]. The information hiding capacity of a true color image is around 50%. We can replace all of the “noise-like” regions in the bit-planes of the vessel image with secret data without deteriorating the image quality, which is termed as “BPCS-Steganography,” which stands for Bit-Plane Complexity Segmentation Steganography.

 Embedding:
a.) Transformed image is decomposed into bit planes.

b.) each plane is segmented into 8X8 blocks and

Complexity is measured for each block.

c.) Threshold value is chosen to determine whether the block is complex or non-   complex.

d.) Each 8 letters form a block of message, and Complexity   is measured for each message block. 
i. If a massage block is determined as no-complex block, the message block is conjugated. Conjugation map is constructed from conjugate blocks.
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ii. Complex image blocks are replaced by message blocks. For the embedded image.  
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Extracting:
a.)Transformed image is decomposed into bit planes.

b.) Each plane is segmented into 8X8 blocks and complexity is measured for each block.

c.) Threshold value is chosen to determine whether the block is complex or non-complex.

d.) Secret message is extracted from the complex blocks; blocks are conjugated if necessary based on conjugation map information.

APPLICATIONS:
In discussing applications of BPCS Steganography, it is instructive to note that it differs from digital watermarking in two fundamental ways. 

             The first is that for full color (e.g., 24-bit) images, it has a very large embedding capacity. As described previously, our experiments with BMP images have shown capacities exceeding 50% of the original image size. Although the results presented in this paper are for 24-bit images, we have also been working with other formats, such as 256 color images, which utilize a palette. Although the capacity is lower, the same concepts can be applied.

                  The second difference is that BPCS Steganography is not robust to even small changes in the image. This can be viewed as a good thing in applications where an unknowing user might acquire an embedded image. Any alteration, such as clipping, sharpening or lossy compression, would "destroy the evidence" and make it unusable for later extraction. Extracting the embedded information requires a deliberate attempt by a knowledgeable user on an unaltered image. The lack of robustness also ties in to the fact that a malicious user cannot alter the embedded data without knowledge of the customization parameters. 

                   The more obvious applications of BPCS Steganography relate to secret communications. For example a person, group, or company can have a web page containing secret information meant for another. Anyone can download the web page, so when the intended recipient does so, it does not draw any attention. Extracting the embedded information would require software customized with the proper parameters. Encryption of the embedded data would further improve security. This scenario is analogous to putting something in a very secure safe and then hiding the safe in a hard to find place.

                   In some applications, the presence of the embedded data may be known, but without the customization parameters, the data is inseparable from the image. In such cases, the image can be viewable by regular means, but the data is tied to the image and can't readily be replaced with other data. Others may know the data is there, but without the customization parameters, they cannot alter it and still make it readable by the customized software.

                     Applications of BPCS Steganography are not limited to those related to secrecy. For such applications, the presence of the embedded data may be known, and the software for extraction and embedding can be standardized to a common set of customization parameters. An example of this is a digital photo album, where information related to a photo, such as date and time taken, exposure parameters, and scene content, can be embedded in the photo itself.

CONCLUSIONS AND FUTURE WORK:
The objective of this paper was to demonstrate our BPCS-Steganography, which is based on a property of the human visual system. The most important point for this technique is that humans cannot see any information in the bit-planes of a color image if it is very complex. We have discussed the following points and showed our experiments.

(1) We can categorize the bit-planes of a natural image as informative areas and noise-like areas by the complexity thresholding.

(2) Humans see informative information only in a very simple binary pattern.

(3) We can replace complex regions with secret information in the bit-planes of a natural image without changing the image quality. This leads to our BPCS-Steganography.

(4) Gray coding provides a better means of identifying which regions of the higher bit planes can be embedded.

(5) A BPCS-Steganography program can be customized for each user. Thus it guarantees secret Internet communication.

                   We are very convinced that this steganography is a very strong information security technique, especially when combined with encrypted embedded data. Furthermore, it can be applied to areas other than secret communication.
